Moonraker Motorcycles Ltd Fraud Policy


Introduction
Moonraker Motorcycles Ltd committed to preventing, detecting and reporting fraud. This policy will outline definitions of fraud and what we expect of you in relation to fraud.

What is Fraud?
Our business defines a fraudulent act as:

‘Any act, omission or abuse of position intended to obtain an advantage, avoid an obligation, falsify information or cause loss to our firm’.

All businesses may be affected by fraud, whether its source is internal or external.   

Internal fraud
Surprisingly, fraud is often committed by internal sources, such as staff, Directors / Partners or owners/other investors. Internal fraud can take many forms, such as:

· False accounting
· Misrepresentation of our firm’s financial information
· Embezzlement 
· Simple property theft  
· Fraudulent claims by staff on staff insurance schemes
· Theft of firm or client property
· Forgery or alteration of firm or client documents 
· Falsification of expense claims
· Acceptance of bribes or gifts
· Unauthorised discounting of payment rates
· Unauthorised disclosure of confidential information to outside parties

External fraud
In the insurance and consumer credit market, the potential for customers to commit fraud is well known, for example through: 
· Deliberate underinsurance
· Application fraud (making a false declaration in order to obtain a financial product e.g. consumer hire agreement, vehicle insurance,)
· Exaggerating or falsifying claims 
· Identity fraud

Occasionally firms also encounter fraud committed by their Business Partners, Suppliers, Agents, etc. Simple non-payment of invoices is not classed as fraud and this will be handled through our credit procedures.

Legislation – Fraud Act 2006 
‘An Act to make provision for, and in connection with, criminal liability for fraud and obtaining services dishonestly.’ 
The Fraud Act 2006 is an Act of Parliament of the United Kingdom. It came into force on 15 January 2007 and applies to England, Wales and Northern Ireland. The Act gives a statutory definition of fraud and outlines the offences related to fraud.

Fraud Prevention
Fraud risk can best be managed through preventative and detective control measures. The senior management has a responsibility to ensure adequate anti-fraud measures and controls are in place however all staff are expected to be vigilant and play an active part in anti-fraud activity. Adherence to this and our other Financial Crime policies and procedures will enhance the fraud prevention measures this firm takes to protect ourselves and our customers from loss – e.g. financial fraud.

National Crime Agency 
The National Crime Agency (NCA) is a national law enforcement agency that helps to coordinate the fight against fraud in the UK. The NCA has a wide remit involving tackling serious and organised crime, strengthening the UK’s borders, fighting fraud and cyber-crime, and protecting children and young people from sexual abuse and exploitation. 

The NCA is responsible for strategic development and threat analysis relating to fraud, a role previously allocated to the National Fraud Authority, which closed on 31 March 2014. 

Serious Fraud Office 
The Serious Fraud Office (SFO) is an independent government department, operating under the superintendence of the Attorney General. Its purpose is to protect society by investigating and, if appropriate, prosecuting those who commit serious or complex fraud, bribery and corruption and pursuing them and others for the proceeds of their crime. Once a case has been referred to the SFO, it goes through several key stages. These are: 

· Intelligence: receive raw information, record, analyse, develop and evaluate 
· Assessment: assess referrals, measure against any existing relevant intelligence, assess against acceptance criteria 
· Case team: once accepted, the case is allocated to a specialist team (including police) led by a case manager 
· Investigate and prosecute: following investigation, team assesses need for prosecution 
· Civil recovery: additional means of dealing with certain cases where SFO can prosecute, using its asset recovery powers 
· Trial: should the SFO decide to prosecute, this will go to a court trial 
· Wrap up: review following court’s decision to reflect on any lessons learned that could improve future investigations

Firm Requirements
The firm will ensure that:

· HR policies include reference to the recruitment and screening of new staff, an effective appraisal system and exit interviews.
· Fraud Risk will be assessed as part of the firm’s business risk management process
· Fraud risk training will be conducted at induction of a new member of staff and refreshed annually
· Regular assurance will be completed on key controls to ensure their effective mitigation of the fraud risk
· Fraud contingency plans will be developed to ensure appropriate and timely action is taken if fraud is suspected or uncovered





Managing Fraud Risk
The firm will manage fraud risk by: 

· Investigating all incidences of actual, attempted or suspected fraud, and all instances of major control breakdown impartially;
· Any investigation of fraud involving employees will be conducted independently i.e. outside the control of the line management of the area in which the investigation will take place
· Encouraging staff to be vigilant and raising fraud awareness at all levels
· Ensuring key controls are complied with such as identity checks, credit checks, due diligence on third parties etc
·    Implementing formal procedures to investigate fraud when it is suspected
· Having appropriate mechanisms for employees to voice their genuine concerns and protect those who do so
· Having an adequate separation of duties (where more than one employee is involved in key tasks)
· Appropriate authorisation procedures (transactions) must be approved)
· There is independent monitoring
· Providing staff with effective confidential reporting mechanisms and encouraging their use
· Taking action against individuals and organisation perpetrating fraud against the firm and seeking restitution of any asset fraudulently obtained and the recovery of costs
· There will not be any hesitation referring cases of suspected fraud to the attention of police
· Co-operating with the police and other appropriate authorities in the investigation and prosecution of those suspected of fraud


Reporting a Suspicion 
All staff should be aware of what may constitute an act of fraud. The normal sequence of events, if an irregularity be suspected, should be as follows:

·    Once an irregularity is identified as occurring or likely to occur, the employee should normally report any suspicions to their line manager.
·    Should preliminary investigations suggest the suspicion is reasonable, this should be escalated to the firm’s senior management.
· Similarly, the Firm will report other breaches discovered in the course of investigations to the relevant authorities, including HM Revenue & Customs, the FCA/PRA, and where applicable the appropriate authorities overseas. 
· Once a suspicion has been reported the staff member will have fulfilled his/her legal obligations.  Where a member of staff fails to make a report without a reasonable excuse, appropriate action will be taken. Do not alert the client/member of staff to the fact you have knowledge or are suspicious of fraudulent activity nor disclose to anyone else that you have made a report.
· Where further investigations indicate an offence may have occurred, the individual undertaking the investigation will agree with senior management the action to take, if an internal issue, normally this will result in a decision to handle the matter according to the firm’s disciplinary procedures 
· Where financial impropriety is suspected, the Police will normally be informed. The timing of police involvement will be at the discretion of the firm’s senior management.
· Where appropriate the Financial Conduct Authority and other relevant authorities such as the National Crime Agency and Information Commissioner and HM treasury will also be informed with full and open co-operation by RCL.
· Records of investigations and reporting will be kept under the control of the Operations Manager. 

Please be assured confidentiality will be maintained at all times.
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